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Dart VPN Requirements
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	OUH Networks Contact
	Customer Engineer
	

	Name:
	Toby Rosoman
	
	

	Telephone:
	01865 743223/07919 690888
	
	

	Email:
	Toby.Rosoman@ouh.nhs.uk
	
	

	
	
	
	
	
	
	

	Firewall Information
	
	
	
	
	

	 
	OUH Network VPN Peer
	Customer VPN Peer
	

	IP Address(s):
	10.134.250.98
	
	

	VPN/Firewall manufacturer, model and software version:
	Cisco 5525-X, Ver 9.12..4(24)
	
	

	Location:
	Oxford
	
	


	
IKEv2 Policy
	
	
	

	
	OUH Network Default Crypto Settings
	

	IKE Version:
	IKEv2
	

	Encryption Scheme:
	AES-CBC-256
	

	PRF:
	HMAC-SHA256
	

	Diffie Hellman Group:
	Group 21
	

	IKE lifetime:
	82800 seconds (23 hours)
	

	Authentication:
	Pre-Shared Key – Supplied at the time of build
	

	
	
	
	
	
	
	

	IPSec proposal
	
	
	
	
	

	
	OUH Network Default Crypto Settings
	

	IPsec protocol:
	IPSec
	

	Encryption Scheme:
	AES-CBC-256
	

	Integrity Hash:
	SHA256
	

	IPsec SA lifetime:
	28800 seconds (8 hours)
	

	PFS (perfect forward secrecy / DH Group):
	Group 21
	

	Note: Should your VPN hardware not support the above listed ciphers please amend.


	Encryption Domain
	

	OUH Dart Hosted Networks
	Customer Networks
	

	DART OUH PACs
IP: 10.134.128.213
AET: HDART1
Port: 10505
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